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The OSI Model:
The Open Systems Interconnection (OSI) model is a reference tool for

understanding data communications between any two networked systems. It divides
the communications processes into seven layers. Each layer both performs specific
functions to support the layers above it and offers services to the layers below it. The
three lowest layers focus on passing traffic through the network to an end system. The
top four layers come into play in the end system to complete the process. This lecture
will provide you with an understanding of each of the seven layers, including their
functions and their relationships to each other. This will provide you with an overview
of the network process, which can then act as a framework for understanding the
details of computer networking.

A networking model offers a generic means to separate computer networking
functions into multiple layers. Each of these layers relies on the layers below it to
provide supporting capabilities and performs support to the layers above it. Such a
model of layered functionality is also called a “protocol stack™ or “protocol suite”.
Protocols, or rules, can do their work in either hardware or software or, as with most
protocol stacks, in a combination of the two. The nature of these stacks is that the
lower layers do their work in hardware or firmware (software that runs on specific
hardware chips) while the higher layers work in software. The Open System
Interconnection model is a seven-layer structure that specifies the requirements for
communications between two computers. The ISO (International Organization for
Standardization) standard defined this model. This model allows all network elements
to operate together, no matter who created the protocols and what computer vendor

supports them.
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Figuel: An Overview of the OSI Model

The main benefits of the OSI model include the following:
> Helps users understand the big picture of networking
» Helps users understand how hardware and software elements function together
» Makes troubleshooting easier by separating networks into manageable pieces
» Defines terms that networking professionals can use to compare basic
functional relationships on different networks
» Helps users understand new technologies as they are developed

Layer 1 — The Physical Layer

The physical layer of the OSI model defines connector and interface
specifications, as well as the medium (cable) requirements. Electrical, mechanical,
functional, and procedural specifications are provided for sending a bit stream on a

computer network. So it has the following major functions:
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« It defines the electrical and physical specifications of the data connection. It defines
the relationship between a device and a physical transmission medium (e.g., a copper
or fiber optical cable , radio frequency). This includes the layout of pins, voltages, line
impedance, cable specifications, signal timing and similar characteristics for
connected devices and frequency (5 GHz or 2.4 GHz etc.) for wireless devices.

« It defines transmission mode i.e. simplex, half duplex, full duplex.

« It defines the network topology as bus, mesh, or ring being some of the most

common.
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Figure2: Representation of the physical layer

Components of the physical layer include:

* Cabling system components.

 Adapters that connect media to physical interfaces.

» Connector design and pin assignments.

* Hub, repeater, and patch panel specifications.

» Wireless system components.

* Parallel SCSI (Small Computer System Interface).

* Network Interface Card (NIC).
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Layer 2 — The Data Link Layer DDL.:

The data link layer provides node-to-node data transfer -- a link between two directly

connected nodes.
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Figure3: Hop to hop delivery of frame in DDL

the figure shows, communication at the data link layer occurs between two adjacent
nodes. To send data from A to F, three partial deliveries are made. First, the data link
layer at A sends a frame to the data link layer at B (a router). Second, the data link
layer at B sends a new frame to the data link layer at E. Finally, the data link layer at E
sends a new frame to the data link layer at F. Note that the frames that are exchanged
between the three nodes have different values in the headers. The frame from A to B
has B as the destination address and A as the source address. The frame from B to E
has E as the destination address and B as the source address. The frame from E to F
has F as the destination address and E as the source address. The values of the trailers
can also be different if error checking includes the header of the frame.

» Framing. The data link layer divides the stream of bits received from the

network layer into manageable data units called frames.
» Physical addressing. If frames are to be distributed to different systems on the

network, the data link layer adds a header to the frame to define the sender and/or
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receiver of the frame. If the frame is intended for a system outside the sender's
network, the receiver address is the address of the device that connects the
network to the next one.

» Flow control. If the rate at which the data are absorbed by the receiver is less
than the rate at which data are produced in the sender, the data link layer imposes
a flow control mechanism to avoid overwhelming the receiver.

» Error control. The data link layer adds reliability to the physical layer by adding
mechanisms to detect and retransmit damaged or lost frames. It also uses a
mechanism to recognize duplicate frames. Error control is normally achieved
through a trailer added to the end of the frame.

» Access control. When two or more devices are connected to the same link, data
link layer protocols are necessary to determine which device has control over the

link at any given time.
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Figure4: Framing in DDL
Common networking components that function at layer 2 include:
* Network interface cards
* Ethernet and Token Ring switches
* Bridges
IEEE 802 divides the data link layer into two sublayers:
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« Media Access Control (MAC) layer - responsible for controlling how devices in

a network gain access to data and permission to transmit it.

o Logical Link Control (LLC) layer - responsible for identifying Network layer

protocols and then encapsulating them and controls error checking and packet
synchronization.
Layer 3 — The Network Layer NL:

Layer 3, the network layer of the OSI model, provides an end-to-end logical

addressing system (The network layer is responsible for the source-to-destination
delivery of a packet, possibly across multiple networks (links). so that a packet of data
can be routed across several layer 2 networks (Ethernet, Token Ring, Frame Relay,

etc.). Its addresses can also be referred to as logical addresses.

Some of the specific jobs normally performed by the network layer include:

> Logical Addressing: Every device that communicates over a network has
associated with its logical address, sometimes called a layer three address. For
example, on the Internet, the Internet Protocol (IP) is the network layer protocol
and every machine has an IP address. Notice that the addressing is done at the
data link layer as well, but those addresses refer to local physical devices. In
contrast, logical addresses are independent of particular hardware and must be
unigue across an entire internetwork.

» Routing: Moving data across a series of interconnected networks is probably the
defining function of the network layer. It is the job of the devices and software
routines that function at the network layer to handle incoming packets from
various sources, determine their final destination, and then figure out where they
need to be sent to get them where they are supposed to go.
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If two systems are connected to the same link, there is usually no need for a
network layer. However, if the two systems are attached to different networks (links)
with connecting devices between the networks (links), there is often a need for the

network layer to accomplish source-to-destination delivery.
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Figure5: Source to destination delivery of packet in NL

As the figure shows, now we need a source-to-destination delivery. The network layer
at A sends the packet to the network layer at B. When the packet arrives at router B,
the router makes a decision based on the final destination (F) of the packet. As we will
see in later chapters, router B uses its routing table to find that the next hop is router E.
The network layer at B, therefore, sends the packet to the network layer at E. The
network layer at E, in tum, sends the packet to the network layer at F.

Layer 4 — The Transport Layer TL:

It offers end-to-end communication between end devices through a network.
Depending on the application, the transport layer either offers reliable, connection-
oriented or connectionless, best-effort communications.

The transport layer ensures that the messages are delivered error-free, in sequence,

and with no losses or duplications.
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The transport layer is responsible for process-to-process delivery of the entire
message. A process is an application program running on a host. Whereas the network
layer oversees source-to-destination delivery of individual packets, it does not
recognize any relationship between those packets. It treats each one independently, as
though each piece belonged to a separate message, whether or not it does. The
transport layer, on the other hand, ensures that the whole message arrives intact and in

order, overseeing both error control and flow control at the source-to-destination level.
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Figure6: Segmentation in TL
The transport layer provides:

» Message segmentation: accepts a message from the (session) layer above it,
splits the message into smaller units (if not already small enough), and passes
the smaller units down to the network layer. The transport layer at the
destination station reassembles the message.

» Message acknowledgment: provides reliable end-to-end message delivery with
acknowledgments.

> Service-point addressing. Computers often run several programs at the same
time. For this reason, source-to-destination delivery means delivery not only
from one computer to the next but also from a specific process (running

program) on one computer to a specific process (running program) on the other.
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The transport layer header must therefore include a type of address called a
service-point address (or port address). The network layer gets each packet to
the correct computer; the transport layer gets the entire message to the correct
process on that computer.

» Segmentation and reassembly. A message is divided into transmittable
segments, with each segment containing a sequence number. These numbers
enable the transport layer to reassemble the message correctly upon arriving at
the destination and to identify and replace packets that were lost in transmission.

» Connection control. The transport layer can be either connectionless or
connection oriented. A connectionless transport layer treats each segment as an
independent packet and delivers it to the transport layer at the destination
machine. A connection oriented transport layer makes a connection with the
transport layer at the destination machine first before delivering the packets.
After all the data are transferred, the connection is terminated.

> Flow control. Like the data link layer, the transport layer is responsible for flow
control. However, flow control at this layer is performed end to end rather than
across a single link.

> Error control. Like the data link layer, the transport layer is responsible for
error control. However, error control at this layer is performed process-to
process rather than across a single link. The sending transport layer makes sure
that the entire message arrives at the receiving transport layer without error
(damage, loss, or duplication). Error correction is usually achieved through

retransmission.
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Figure7: process toprocess delivery in TL

Layer 5 — Session Layer “port layer’

The session layer is the network dialog controller. It establishes, maintains, and
synchronizes the interaction among communicating systems.

Specific responsibilities of the session layer include the following:

» Dialog control. The session layer allows two systems to enter into a dialog. It
allows the communication between two processes to take place in either half
duplex (one way at a time) or full-duplex (two ways at a time) mode.

» Synchronization. The session layer allows a process to add checkpoints, or
synchronization points, to a stream of data. For example, if a system is sending
a file of 2000 pages, it is advisable to insert checkpoints after every 100 pages
to ensure that each 100-page unit is received and acknowledged independently.
In this case, if a crash happens during the transmission of page 523, the only
pages that need to be resent after system recovery are pages 501 to 523. Pages

previous to 501 need not be resent
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Figure8: Transmission mode

Layer 6 — Presentation Layer

The presentation layer is concerned with the syntax and semantics of the

information exchanged between two systems.

Specific responsibilities of the presentation layer include the following:

» Translation. The processes (running programs) in two systems are usually

exchanging information in the form of character strings, numbers, and so on.

The information must be changed to bit streams before being transmitted.

Because different computers use different encoding systems, the presentation

layer is responsible for interoperability between these different encoding

methods. The presentation layer at the sender changes the information from its

sender-dependent format into a common format. The presentation layer at the

receiving machine changes the common format into its receiver-dependent

format.

Page 11 of 14 (Kirkuk University, College of Science, Computer Science Dept.)



Computer Networking & Communication

4t Class

By: Dr.Ahmed Chalak Shakir

» Encryption. To carry sensitive information, a system must be able to ensure

privacy. Encryption means that the sender transforms the original information

to another form and sends the resulting message out over the network.

Decryption reverses the original process to transform the message back to its

original form.

» Compression. Data compression reduces the number of bits contained in the

information. Data compression becomes particularly important in the

transmission of multimedia such as text, audio, and video.

Layer 7- Application Layer

The application layer enables the user, whether human or software, to access

the network. It provides user interfaces and support for services such as electronic

mail, remote file access and transfer, shared database management, and other types of

distributed information services.

To translate, encrypt, and
compress data

To provide reliable process-to-
process message delivery and
error recovery

G

To organize bits into frames;
to provide hop-to-hop delivery

Application
Presentation
Session
Transport
Network
Data link

Physical

To allow aceess to network
resources

To establish, manage, and
terminate sessions

To move packets from source
to destination; to provide
internetworking

To transmut bits over a medium;

to provide mechanical and
electrical specifications

Figure9: Summary finctions of OSI layers
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